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Preface:


The RSA security standard algorithm bases itself on the fact that it is very difficult, given the sum of two large prime numbers, to determine which two prime numbers were actually added to get that sum. Brute Force attack of this algorithm has an estimated time to crack of 2 years.


Prime numbers with their very definition impose very complicated calculations that need to be done to generate them in a computer. To generate two of them in all possible combinations with no upper bound on their magnitude, is a very difficult thing for computers indeed.


Hence RSA is chosen as a security standard. On analyzing, we see that Number theory and ‘difficulty to computers’ as the main reason that makes RSA what it is.

Why don’t we implement a similar algorithm concerning huge numbers, multiple uncertainties, and impose huge computer calculations for the brute force attack technique?

Once we achieve all these we get an algorithm similar to RSA. But we do not need one similar to RSA, what we need is one that is faster and more flexible than RSA and with CCura+, this goal is what is kept in mind.
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Basics Of CCura+ :


This algorithm involves the following entities:
· Obtaining a 15-bit number (key)

· Obtaining a Password

· A Data Structure – a Stack

· Hashing functions and table

· Complementation

· XOR Operation

· Output DAT File 

· A Key File

· A Random Number Generator

· 512 byte buffer memory

This algorithm uses the above resources to frame an efficient encryption process. This same algorithm can be done offline to use as file security software or as a Dynamic online algorithm that encrypts and decrypts BYTE Streams as they come, in real-time networking.


The above resources 
are enough, but given a multi-core processor, the many cores can be taken advantage of and the time to encrypt/decrypt can be decreased. Bandwidth of the Encryptor\Decryptor couple can be increased. Bandwidth is defined as the amount of bytes that can be transferred through the couple within one second. This is an important parameter while considering the online network security. 

Working:

The working is simple. For now lets consider a file that needs to be protected from malicious users. All processing is done offline and the computer is at our disposal for the time being.

Step 1: We get the file directory and name that has to be protected.

Step 2: We get a password and a 15 bit number that we will

Be using to encrypt the file. (Why password and number? We’ll deal with the whys later.)

Step 3: A Random Number generator generates 3 Random numbers. Each time it is run a different seed (the key value, the 15 – bit number is given as the seed, but the number is also used elsewhere.)  is supplied.

(Those familiar with random number generations will know what a “seed” is.)

Step 4: The first random number decides the size of a Stack that is now created with help of a StackCreator class.

Step 5: Bytes from the file are pushed into this Stack whose size, since determined by a random number is unknown to the programmers themselves, till it is full or the file is empty.
Step 6: The pushed bytes are then popped out of the Stack and sent into a two stage pipe.

Step 7: The first stage of the pipe is One’s complementation of 

The file byte. The result is pushed to the second stage. This step might not take place because before this stage we check whether the second random number is even or not. If even step 7 takes place else not.

Step 8: The second stage is where the file byte is XOR’ed with the Third Random number.( We know that any number when XORED with a particular number twice gives back the original number.) Then XOR with a value generated from the password.
Step 9: A keyfile is generated. It contains:

· The 3 Random numbers

· The password

· Trash (10 bytes)

Step 10: The keyfile is Hashed with the provided 15- bit key number. Note that we haven’t used the password in encryption at all. It serves a different purpose.

Steps involved in decryption comes now……

Let us see how we decrypt our CCura+sed file….
Step 1: We get the file directory and name that has to be unprotected.

Step 2: We get the password and the same 15 bit number that we will be using to decrypt the file. If the key (15-bit number doesn’t match the one supplied initially, we wind up with junk files )

Step 3: Using the 15-bit number, unhash the key file, given a wrong number, a keyfile will be generated but it won’t have the same values.. Why this is necessary will come later. 

Assume we get the right key and we have unhashed the keyfile correctly.

Step 4: The three random numbers and the password are extracted from the keyfile. The two stage pipeline is inverted and setup.
Step 5: The first stage is where the incoming byte is XOR’ed with the password generated value and then the Third Random number.( This is a symmetric algorithm – means we do the reverse of what we did during encryption provided we get the same key)

Step 6: The second stage of the pipe is One’s complementation of the incoming byte. The result is pushed to the second stage. This step might not take place because before this stage we check whether the second random number is even or not. If even step 6 takes place else not.

Step 7: The first random number decides the size of a Stack that is now created with help of a StackCreator class.

Step 8: Bytes from the file are pushed into this Stack whose size will be the same as the one used in encryption.

Step 9: The pushed bytes are then popped out of the Stack and sent into the output file.

Step 10: As a precautionary measure we delete the keyfile and reset all memory areas used to prevent theft of disallocated data in any way( U know people can get data we deleted in windows using special recovery softwares. Now we prevented this )



Why is there a password and a key number?


A keyfile is created carrying information about the way in which the original data has been twisted. It contains the random numbers that were used to encrypt. Without these we cant get back our original data at all..

Why do we need to have a keyfile?


Chance of Data and keyfile falling into the hands of a malicious user is small. Remember Internet Protocol uses routing and UDP uses DataGrams. The packets may take different paths. Also if we keep our keyfile measuring only 2 kb separately complete security of data is assured. Carrying keyfile is better than carrying you computer hardisk or cds around.

Why are we using random numbers to decide the size of the stack?


This is the core of our algorithm. Random numbers generated using user provide key as the seed generate completely random numbers.. not the pseudo-random ones we usually get. Thus the size of the stack is unkown to all of us – the programmer, the hacker, the user. 


What is the effect of pushing data into a stack and popping them out? Everything gets reversed.
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Since we don’t know the size of the stack no one can tell how many bytes make a set, each set being reversed, the size of the set being the size of the stack.
Why are we using one’s complement, that too based on a condition =>whether a random number is even?


For a person trying to crack our code, this presents an extra dimension to his problem. Since he doesn’t have a keyfile (What if he has ? That is discussed in the next section)

He tries to generate 3 random numbers with many seed values looking at our algorithm for random number generation…


Then he has to create a superset of all possible data files using the second random number as even and then another superset with it as odd. Means he will be needing double the CPU time and memory for processing all of these files to check if any one among them is ClearText.

Why do we need to XOR file bytes with a random number?


This is where the hacker is forced to look at our random number generating algorithm and try it out with all possible seed values.. he will end up with 98,304 values that have to be checked. From this value-pool he’ll have to select the right 3 that will allow him to decrypt the file. This means he will have to spend 6 hours (approx) to generate all possible data files and another two days to analyze all 33,000 data files.
This analysis must be done by humans because of the one’s complementation section for text files. Incase of binary data like Mp3’s, videos, analysis will take very long - order of months.


Consider a person is now a hacker trying to get the ClearText data. He has seen the algorithm. He knows what it does and how its done. If a hacker doesn’t know this at least he has no chance of cracking our algorithm at all……..  There are two cases we should consider :

Case 1 :He has the data file.


He needs to find out what is the set of 3 random numbers we used. Once he has that he needs to apply all possible values a 4-byte integer can take because we generate a value from the password and store it in a long int.

How to get the right set of 3 random numbers?  Analyze our algorithm. On providing a Seed value it provides 3 random numbers. The seed is a 15-bit number so 33,000 values are possible. Get 98,000 random numbers and apply these onto the data file to get 33,000 data files. To this each file we need apply all possible values a 4byte in can take. A 4byte int can take 429,496,729,600 values.

Total number of data files that needs to be generated:

33,000 * 429,496,729,600 = 14,173,392,076,800,000 files 
Now he is faced with the simple task of analyzing 14,173,392,076,800,000 files and find out which one is the right one….. 

Often in cryptography task of identifying whether we have arrived at the ClearText is more difficult than generating the ClearText itself.

Case 2: He has the data file and the keyfile - What he doesn’t know is : the 15bit key and the password.
To get at the keyfile we need to know the 15 bit key with which it was hashed. On trying out all values.. we end up with 33,000 keyfiles all of them providing a different set of ( 3 random numbers and a password ) He only has to check which passwords are readable and analyze those to get the correct keyfile. But this can be easily solved by converting the password into symbols by adding a random number to all chars while encrypting. Okay,, using the 33,000 keyfiles if he generates 33,000 data files he ends up with the same 14,173,392,076,800,000 files that will have to be analyzed.
Therefore he must try to reduce the number of keyfiles.

Looking at our entire algorithm gives him little advantage because most of our algorithm involves random numbers. Therefore no method exists to reduce number of keyfiles and most of them will be readable anyway.
Online version :


Now that we have seen the Pros and Cons of our algorithm, we shall see how our algorithm can be implemented on a real-time basis. Simple : We use two Stacks instead of one. If we use one , then we slow down the data flow – takes time to fill the stack during which destination has to wait and after that it takes time to empty the stack during which input stream must wait. With two stacks there, we solve this problem – while one is filled the other discharges and vice versa. We have provided a Flash Video in Flash and MPEG format that shows this concept. 
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As Far as we have seen (which is quite far) and tested the algorithm is difficult to break or crack. Hope it remains so. Even then looking into this algorithm is a good exercise in testing your cryptographic skills. That aside what we have here with much modifications could become a standard in the future.
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An  implementation for this algorithm has also been done.





Software name is same as algorithm Name : CCura+





Why CCura+?





C – Main Prgramming Language 





CCura – Secura – Security (Latin)





+ (or) Plus – Additional features such as GUI, Compression, file handling etc.,








